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Who is this guy?!

 Threat Analysis Escalation Engineer with the IBM Managed Security Service. Previously 
known as Internet Security Systems. 

 MSS provides managed service for Firewalls and Intrusion sensors.

 Multiple platforms supported.

 Integrated with IBM X-Force for Proventia products.
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In a SOC far, far away…

 Once upon a time…  
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Attack!

 Javascript_Noop_Sled event on customer event stream.

 Javascript_Shellcode_Detected event correlated.

 Security Incident created for customer
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Response to escalation

 Customer Security team reviews events

 Customer downranks escalation from High to low

 Service assurance and follow up with customer
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Did we do wrong?

 Customer replied “exploit valid but attack failed”

 Customer had developed own Malware assessment tool

 Python based scripts that extracted shellcode and used heuristics to predict output

 Tool output listed a download called win.exe

 Win.exe download was an invalid .exe file
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Exploit
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Target

 Exploit targets Adobe Flash 9 ActiveX component

 IPS spotted the right stuff

 Test exploit in a VM

 Exploit at this time needed special install of older Flash to work correctly.
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Extraction

 Strip exploit from around shellcode

 Inject shellcode into a husk .exe for dynamic analysis.

 Load husk.exe into Ollydbg for review.
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The art of not being seen…

 No visible strings in Shellcode

 Runtime obfuscation in use
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Unrolling the Hidden

 We manually set a new entry point

 Unravelling the obfuscation
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Making a difference

 Obfuscated

 Unobfuscated
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Grabbing the prize

 URL for download is visible

     http://f.henches.com/w/win.exe

 Wget binary

 Validation

http://f.henches.com/w/win.exe
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What has happened?

 Corrupted?

 Mistaken target?

 More analysis required!
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Reversing the shellcode

 Restart shellcode husk.exe

 Process the obfuscation routine

 Review all code now visible and identify functions
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Pass the hash

 Standard API hashing routine
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Odd function out

 Static analysis on shellcode

 Unfamiliar function found
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Stepping it out

 XOR ECX,ECX
  - Zero ECX register
 MOV ECX,400
  - Move 0x400 ( 1024 decimal ) into ECX
 CMP BYTE PTR DS:[ECX+EDI-1],0A2
  - Start of the loop has a compare looking for A2 at where the pointer is going
 JE SHORT 004011CF
  - Jump to Loop instruction if equal 
 CMP BYTE PTR DS:[ECX+EDI-1],0
  - Compare byte at position if 0
 JE SHORT 004011CF
 - Jump to Loop instruction if equal 
 XOR BYTE PTR DS:[ECX+EDI-1],A2
  - If both prior compares fail then XOR that byte by A2.
 LOOP SHORT 004011BC
  - Loop this function until ECX equals 0. 
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Intention

 This is another obfuscation decoder

 If buffer [ECX] = 0xA2 do nothing

   if buffer [ECX] = 0x00 do nothing  

   else XOR buffer [ECX] by A2.
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Theorycraft

 Quick test in WinHex

 Before        After
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Whoa!

 Exploit targeting Adobe Flash

 Shellcode obfuscated

 Binary obfuscated

 Binary relies on shellcode to decode the first 1kb

 Valid attack
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Follow up

 Scripted decode of binary

 Virustotal assessment of decoded binary = 39/39  as GameThief or Infostealer.WoW

 Binary was well known at the time
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Automated review

 Customer grateful for follow up

 Packer relocated to shellcode

 Popular automated tools also failed to decode binary with shellcode’s routine

 Manual investigation still a handy skillset for incident handlers
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But there’s more!

 Shellcode isn’t just for exploits

 Another day, Another event captured.

 Shortly after Google’s compromise
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First responder

 Normal escalation done

 Follow up research
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0day

 CVE-2010-0806
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Something peculiar

 Exploit was literally 0day

 Targeted attack!

 Customer responded to attack



© 2010 IBM Corporation28

Now it gets interesting…

 Customer quarantined workstation

 Playground for malware required
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To the lab!

 Infected test VM

 Monitor traffic and functions

 Static and Dynamic analysis

 Purpose?
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Undefined activity

 Downloaded file is .cab filename but PE format

 Web based communications
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Phone home

 HTML content on page accessed

 Embedded BASE64 comment 
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Decoding

 <!- - dWdzMTI= - - >   Decodes to – “ugs12”

 Further instructions given in code

 No effect currently – s12 = sleep(12h)

 Input from BASE64 is shellcode with header!
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Incomplete malware

 Malware is just a fancy wget with interpreter

 Basic functions builtin

 Additional functions injected as shellcode
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Double Rainbow! What does it mean?!

 APT?  

 Attackers innovate methods

 Defense in depth

 Lessons learnt
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Done.

 Questions?
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