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Me - Michael Jordon sjcontext
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* Principal Security Consultant — Context IS
« London
* Developer of CAT
« Advisories in:
- QOutlook Web Access
- Sophos Anti-Virus
 Citrix
- Squirrel Mail
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What is Red Teaming? sjcontext
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* Military Term
- Red Team — Atftackers
- Blue Team - Defenders
« Stage areal world attack against an organisation

 Different to Pen Testing

« No Scope (except the law and morality)
- Go for the Kkill
« |Includes the people
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Attack Vectors
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« Client Side Aftack

« Physical Social Engineering
« Wireless

« External Infrastructure

* Internal Infrastructure
« Kitchen Sink
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The Defences sjcontext
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* Firewalls
*  Anfti-Virus
« Web Content Checkers

« Corporate Policies and Procedures
- Like anyone follows them

* Low Priv Users
- Web Proxies
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Information sjcontext
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- What do we attack?
« Who do we attacke
- What are we aftere

- Where is ite
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Step 1 - Acquire Target sjcontext
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* Open Source Info — LinkedIn, Facebook etc.
« Google it
- We want:
« Names, Positions
- Email addresses
- Personal Information
- Mobile Phones numbers
- Landline numbers
« Snail mail addresses
- Cooperate terminology

© Context Information Security Limited / Commercialin Confidence a




Baszic Account: Uporade

Linkgd Home Profile Contacts Groups Jobs Inbox{2) More...

BCW 0 ' Bank of Canary Wharf

Overview  Followers (4 1047 Activity

A London-based British bank, established in 1817, BCWY Financial Group is highly diversified.
YWWe work with millions of personal, commercial, corparate and institutional custamers through our
operating groups: Personal and Commercial Banking Uk, Persaonal and Commercial Banking
LK., Private Client Group and BCWY Capital Markets. Our employees are dedicated to

rnaking... mare

Specialties
To be the bank that defines great customer experience.

Current Employees (300+ total)
London John1

Commercial Account Manager

MNed Eathon Thomas
Reporting Analyst

Francis Patel
Administrator

Hector Arnold
Senior Business Analyst

andrew Kong
Cash Management Specialist

See more employees in your network »

New Hires

Wiglcome, Michael Jordon - Add Connections - Seftings - Help

- Sign Cut 1=

Companies ~

Companies Home  Add Company

Follow company MNEW

Last edited by Bob Dick

FAL

Divisions

* BMO Capital Markets

+ BMO Harris Private Banking
* BMO Nesbitt Burns

Subsidiaries
+ Harris Bank

Career path for Bank of Canary Wharf employees
bhefore: after:
* Manulife... + IBM

* Scotiabank * Manulife...

See mare s

Linked‘ Polis Create Poll

How much say do you have when hooking
business travel for your colleagues?

I don't hook travel far colleagues

| book what I'm told to book

| choose which carrier they travel with

| choose which class they travel in

| choose both the carrier and the class

SO0 nND

Sponsared by

Yote
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Cash Managerment Spelc:ialist

Zee more employees in your netwwork s

Jane Smith
R Transfer Pricing Consultant
L was President at High Park Ski Club
Thiz morth

John Smi_th
I , ks
was Associate at ING

Last manth

Jack Allen
WP, Chief Pricing Actuary
was Actuary at GGY Inc.

Thiz morth

Ray Oliver
Consultant, Business Process Improvement
was Co-founder & Managing Partner at Marianas Consulting Inc.

2 months ago

Victor Leon
“ice President - Human Resources
was Regional Director at HR Solutions

3 months ago

Recent Promotions and Changes

T Rachel lankova
ﬂ OWW/BI Solutions Architect, TEO
| was Manager, Bl Solutions Delivery
2 marths ago

Lynette Moors

Ferformance & Operations Enhancement Manager
was Performance & Operations Enhancement Manager
Thiz maonth

Jonny Freund
Director
was Consultant

3 months ago
Abeer Channa

= Ichoose both the carrier and the class

Yote Sponsored by

or see resuts H

Top Locations

* CanaryWharf, London (262)
* Mewe vark, Mew vark (000+)
+ Berlin, Germany (159

+ Takyo, Japan (196)

* Greater Chicagao Area (124)

¥ Headguarters Address
HO Region  CanarfWharf, Londan
Industry Banking
Type Public Company
Status  OQperating
Company Size 37,000 emplovees
2007 Revenue 8,996 mil [GBP]
Founded 1317
Wehsite hitpihwnew bmo.com
Fesearch by: [T] »

Common Job Titles  Manager 6%

Financial Service Manager 4%

Branch Manager 3%

Custormer Service %
Representative

Analyst 3%

Top Schools  Uniy. of London 7%

ork Liniy. 5%

Cambridge. 4%

Crford. 4%

Univ, af Hull %

Median Age 34 vears
Median Tenure 2.5vyears

Gender Male 57%
Female 43%

Estitnated based on Linkedin Data

Dane
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Jane Smith

Transfer Pricing Consultant at Bank of Canary Wharf
Battersea, London Area

Current « Transfer Pricing Consultant at Bank of Canary
Wharf

Past ® President at High Park Ski Club
s Senior Director Transfer Pricing at BICE

& Financial Analyst at Morthen Rock
2more...

Education « Yark University - Schulich School of Business
e Institute of Chartered Accountants of Manachester
s Lniversity of Waterloo

Connections E—‘Ei\. 196 connections

Industry Financial Services

Jane Smith’s Experience

Transfer Pricing Consultant

Bank of Canary Wharf

[Fublic Company, BMO; Banking industry)
August 2010 — Present (1 month)

President

High Park Ski Club

(Mon-Profit Organization Management industry)
Movember 2007 — 2010 (3 years )

Senior Director Transfer Pricing

BICB

[Fublic Company, CM, Banking industry)

September 1991 — February 2009 (17 years B manths)

Financial Analyst
Northen Rock

L= LY [ R o B - C— P

+ Contact Jane Smith
+ Add Jane Smith to your network

Public profile powered hy: Linked

Create a public profile; Sign In or Join Now

View Jane Smith’s full profile:

# Seewhoyou and Jane Smith know in
camman

« Getintroduced to Jane Smith
» Contact Jane Smith directly

Wiew Full Profile

Mame Search:

Search for people you know from over 75 million
professionals already on Linkedln,

IFirstName ILast Mame

texample: Jeff Weiner)

Samsung @
CALAXY Tab

7" tablet

Your 7% sense on the go

Explore>»
Replay

Done
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Welcome, Jane Zmith - Add Connect

Contacts Groups Jobs Inbox(2) More... Inbox ~

Meszages Invitations 2

Reply Reply All Forward Archive Delete

Welcome to the Bank! Fancy joining the ski club?

Bob Jones - Financial Analyst at The Bank of Canary Wharf (Geneva)
To: Jane Smith

Diate: September &, 2010

Hi Jane,

| noticed you recently join the bank and that you are interested in skiing. Fancy jaining the
ski club? | am based out in Geneva and run the ski club. WWe run both weekend and week
long trips, let me know if you are interest? If you want to join then fill in the following farm and
send it back to me.

whwawy. Skiclub-bankofcanarywharf. comfapplicationform

Bon Skil
Bob




Step 2 - Exploit Target sjcontext
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- Malicious Document T 6l M @
- PDF, DOC, XLS vulnerabilities '
«  Vulnerabilities in Custom/Bespoke Software

* Delivery Mechanism:
- Malicious Web Site
« Malicious USB
« Malicious Links
« Malicious CDs
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Finding a Vuin 'l_z|<:0n’cex’cw
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* |dentify any applications that process file extensions
« Hit the weak apps
 File format fuzzing
 Why go for PDFs when they have a weak corporate

O p p &l 'Fuzzer Lﬁ]w
| Generatar | Feeder | Results
Results:
[lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll]
Controlz Settings Results Statuz
[ Start ] [ Reset ] Rezults Faolder Mo Hashes: 2 EEI'aEtIUSD: 180 of 10
20 5ecs
Display Results g
[ Single Test ] [ Elear Log ] Filter: | M EL&"IS‘I?%% secs
Keep Test Files -
Last 1000 Log Entries:
D Time Return Code | Test Details

[( ] 11l ] m
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Fuzzers - Example Basic File Format
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Template [ mutate m

Next Test Case

Feed

Y
M

Results

Monitor Result —
Debug Events
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Fuzzers —- Demo File format Fuzzer 5)context
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DEMO
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Snag It Exploit sjcontext
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Font Length

Double Linked list

Can write arbitrary DWord to an arbitrary location
Custom Shell Code

« Low Priv User

- Download and exec

- C:\recycleris your friend
- Provide Cover
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Exploitation
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lows Internet Explorer

=10l

ttp: /ot contextis. comylinkedinmessage him

1= [# /] | [ e searcn

ol

© Fie Edit ‘iew Favortes Tooks  Help

. Favorites

[ trbox | Linkedin

95 @8 suggested Sikes - @) Web Slice Gallery ~ [ Inbox LirkedIn

Basic Account Up

Linked[[j] Home Profile

a

Compose Message

1 Inbox

L Message detail

Ads by Linkec

‘ ‘ 5 ~ E) - [ mh -~ Page~ Safety - Tools ~
Welcome, Jans Smith - Add Connestions - Setfings
Contacts  Groups  Jobs  Inhox (7)  More... inhox -
Messages Invitations [E
Reply | ReplyAll | Forward | Archive | Delete

Welcome to the Bank! Fancy joining the ski club?
Bob Jones - Financial Analyst at The Bank of Canary Wharf (Geneva)
To: Jane Smith
Date: September 6, 2010

Professionz
Tests

These tests .

F2 tugether_by It
s Sent ———
Hi Jane
Archived | noticed you recently join the bank and that you are interested in skiing. Fancy joining the From: MICHAEL
foh, ski club? | am based out in Geneva and run the ski club. ¥e run both weekend and week
B Trash long trips, let me know if you are interest? If you want ta join then fill in the following form and Dynamics (
send it back to me. Experts
www.skiclub-bankofcanarywharf.com/applicationform m
Al g”g Skil Implementati
o consulting, 5
training, cust
integration
[y
tl -
|
Dane, but with errars on page, [T [T [ [@ueernet [ - [HRwew -
=) = e[ =
l— =
I | ;- 2 i)

@start| |[ (& nbox | LinkedIn - Wi Z) windows TaskManager || [E]

T

.
2

exploit.avi
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USB
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Bypass content checking

Reflash firmware
« Composite Device — CDRom autoruns
- Disabled on cooperate machines

Going Postal
The personal touch
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Email 5] context
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Impersonating corporate emails
- Has to look good, very good ®

Make it personal
- Start a dialog
- Build and then abuse the trust

Limited options for files
« Content checkers
« Qutlook restrictions

Deliver Links
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What does Malware do?
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« Remote Control Local Users

Command Execution
Upload/Download Files
Data Egress Large Files
Key Logging

Alter Users Web Pages
Proxy Network Traffic
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Creating Custom Malware 5)context
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Build from scratch

«  Anti-AV

Getting a beach head
Network Traffic

 HTTPS - Perfect
- Use URLMON to get out of proxies

Too much stealth and you might get caught
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CHorse Command & Control 2]
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172.16.1.2:8080/ - Windows Internet Explorer

=[=]x]

) . . By ]
@i:" [&) rrtpiipi72.16.1.2:8080; =] [#2 || x| [&% vive Search

Al

Fle Edt wiew Favorlkes Tools  Help

.7 Favorites & http:f{172.16.1.2:8080/ | | B} B - = [;;q - Page~- Safety - Tools - @'v z

Name D First Connected Last Connected Last IP VHost No. Done ToDo
BCW-Alice 2010-11-17 09:50-23 2010-11-17 09:50-23 87.84 246 125 demo! contextis com 0 0  Cmds | Add Cmd | Show Files | %

BCW-Bob 005056C00008 2010-08-11 12:49:36 2010-09-08 15:21:08 87.84.246.125 demol.contextis.com 14 1 Cmds| Add Cmd | Show Files | Del
Green Inve
Pink is not seen in the last 5 days

F 4 -!%
RCW-Jahn 028037EC0200 2010-11-09 15-25-04 2010-11-09 1601-19 212 183 140 58 demal confextis com 37 1 Cmds | Add Cmd | Show Files | Del ! Context N

-

Add Commands

Get Big File | Port Scan | Web Browse |

Target  |BCW-Bob 005056C00008 x|

Action Ifae\emf 'I

Arguments:

Add

cmd needs a command line command e.g. dir ¢\ (cmd.exe /c is built )

info takes no args

getfile needs a full file path or UNC path.

upload file takes args of "URL dest path” e.g. "http://cat. contextis.com/cat/cat msi ¢-\cat.msi”

Die will cause the malware to exit

[Done ,_ ,_ ’_ ,_ ,_ ,_ “'J Local intranet
Iﬁstart| J | & http://172.16.1.2:808... CamStudio |[

[Fa - [H0w -
| B ® S 1sss

oc.avi
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So we are in what next?
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* Priv Esc
« Explorer current access

* Find internal targets
« No-one tests internal systems ©

« Hop from one system to another

« |nternal Infrastructure techniques
- AV will get standard tools
- You are going through a trojan
- Windows token abuse
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Gain Administrative Control of Internal Machines E

Firewall Web Traffic Only

=

Jane Smith

Critical Database
No Internet Access

Low Value Server

context
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Gain Sensitive Client Data E|context
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« Access to internal databases
« Client Data

« Backup files

* Files Shares

* Internal and External Emails

* Anywhere on the internal network
« Can jump from one system to another
« Create real accounts
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Data Ingress / Egress
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« Geftting our gigs of data
« Chunking

* Rar files
 Locked files
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Conclusion sjcontext
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* Find a target
« Exploit target
« Get the data
« Get out without being caught
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Thank you
Questions?

mej@contextis.co.uk
www.contextis.com
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